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(57) ABSTRACT

A method and system for authenticating a user seeking access
to a secured system in a public area. Access is granted when
a user demonstrates sufficient knowledge of the user’s per-
sonal characteristics stored in the system. The user initiates
the access process by tapping into the stored characteristics
without overtly stating information that may be overheard.
The user statements reflect an awareness about the categories
of user uniqueness without divulging details. The system
response statements act to elicit further information from the
user for response and the response statements are scored.
After a cumulative score threshold is met, the user is granted
access.

4 Claims, 6 Drawing Sheets
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SECURITY SYSTEM BASED ON QUESTIONS
THAT DO NOT PUBLICLY IDENTIFY THE
SPEAKER

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates generally to a security system
and method for providing user authentication and, more par-
ticularly, to a security system and method for ensuring user
identity in accessing user accounts in said system.

2. Background and Related Art

There are a variety of techniques used to establish the
identity of a user in accessing secure information stored in
large server systems. With the computing world evolving
towards an era where large numbers of users need to commu-
nicate with these large server systems, user environment and
convenience dictate the necessity for a variety of modes of
user access to user accounts, for example. One common and
convenient mode of user access is through voice or audio
access. Another common and convenient mode of access is
through a keyboard, or touch pad associated with a computer
or phone system.

Regardless of the mode of access, it is clear that it is critical
before allowing user access to confidential information avail-
able on servers that there is an effective way to efficiently
verify the identity claim of a user attempting to gain access.
The ability to effectively verify identity becomes increasingly
difficult where access is required in public areas, i.e. areas
where others that should not be privy to the identity informa-
tion provided to gain access may become privy by their pres-
ence.

For example, where users need to verbally self-identify
over a telephone, the verbal information provided for self-
identity may be easily overheard and readily re-used by an
impersonator. Similarly, use of a keyboard for self-identity
may be observed although not as readily. Typically required
information, such as, user account number, social security
number, date of birth and mother’s maiden name are therefore
prone to risk when provided in an open environment.

Accordingly, there is need for a method and system appa-
ratus that allows a user to effectively gain access, while in
public areas, to secure information servers without the risk of
others obtaining the identity information used to gain access
to the servers.

SUMMARY OF THE PRESENT INVENTION

The present invention is directed to methods, software and
system apparatus for allowing user access to a user account,
for example, in a secure information server environment
using self-identity information that would not be useful to
others who might obtain same. In accordance with the present
invention, unique personal characteristic identifiers or signi-
fiers about the user are stored in the server system and do not
need to be disclosed over the system. The methods, software
and system apparatus act to allow the user to tap into this
unique personal information by ambiguous or obscure oral
statements, for example, without overtly providing critical
information that can be overheard or otherwise obtained by
others.

In this regard, the user effectively demonstrates to the
system that the user is knowledgeable about the personal
characteristics stored in the system that make the user unique,
without identifying those characteristics publicly. This can be
achieved by presenting to the system general statements that
are deliberately ambiguous or obscure statements that reflect

10

15

20

25

30

35

40

45

50

55

60

65

2

awareness about the stored categories of uniqueness, without
divulging details. The user is given the task of initiating this
process. It is to be understood, that it is more effective for the
user to generate queries or statements of fact about personal
information stored in the system database with the system
checking the facts, versus setting up the system as the gen-
erator of a large set of relevant queries. The personal infor-
mation stored in the system comprises classes of information,
such as, physical characteristics, educational background,
places lived, etc. Thus, the terms “user characteristics”, “user
personal characteristics™, “personal characteristics informa-
tion” or similar such terms, for example, are all intended to
mean any information that may be personal and unique to the
user other than common personal identification information,
such as, name, address, serial numbers, telephone number,
password, etc.

In accordance with the present invention, there is thus not
an exchange of the commonly employed identifying informa-
tion between the user and server system being accessed but
rather an evaluation of the user’s knowledge of the unique
characteristics of the user stored in the data base of the sys-
tem. Accordingly, user characteristic identifying information
stored in the server data base acts as a basis for creating a
variety of system commands or questions for eliciting further
unique information identifying the user, after the user ini-
tiates the dialog by tapping into the unique characteristics.
The user’s response to these commands or questions is, in
turn, analyzed by the system to evaluate same and create a
score. Successive commands or questions (statements) may
be provided to the user for user response, and user response
evaluation and scoring by the system. A user entry scoring
threshold may be required to be met for ultimate user authen-
tication for system access. Such incremental authentication
for controlling access to a secured system may be used to
provide various levels of security. As used herein, the term
“statements” is intended to mean either commands or ques-
tions, as the case may be, whether oral or electronic.

In one aspect of the present invention, a method for authen-
ticating a user for allowing access to a system comprises the
steps of’ receiving user personal characteristics information
statements from a user; generating a system response state-
ment for each personal characteristics information statement
received from said user based upon stored personal charac-
teristic information in said system related to said user per-
sonal characteristics information; sending said system
response statements to said user in response to each personal
characteristics information statement sent by the user; evalu-
ating user personal characteristics information response
statements to said system response statements relative to
stored personal characteristics of said user in said system; and
granting access to said system when evaluation of said user
personal characteristics information response statements are
cumulatively sufficient to said uniquely identify the user.

In another aspect, the user personal characteristics infor-
mation response statements are used to identify a related user
personal characteristic stored in said system and said related
user personal characteristic stored in said system is compared
to the same global characteristic stored in said system to
determine whether said related used characteristic is unique.

In yet another aspect of the present invention, a general or
global system response statement for each unique character-
istic is generated and sent to the user for response by the user
and the user response is evaluated.

In further aspect of the present invention, the evaluated user
response is assigned a value based upon the extent to which
the information contained in said response demonstrates
knowledge of the stored personal characteristics of the user.
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In yet a further aspect of the present invention, a software
program is provided for receiving statements from a user
having information content that demonstrates knowledge of
the personal characteristics of the user stored in said system;
then generating system response statements eliciting further
statements from the user demonstrating the users” knowledge
of the personal characteristics information of the user stored
in said system; and sending said system response statements
to said user for user response statements; comparing the infor-
mation content of said user response statements to the unique
information of the personal characteristics of said user stored
in said system; and then granting access to said system when
said step of comparing said information content of the user
statements relative to the stored information of the personal
characteristics of said user in said system indicate sufficient
knowledge by the user to authenticate the user.

In still yet a further aspect of the present invention, a
method is provided for authenticating a user to allow access to
a system by testing the user’s knowledge of unique personal
characteristic information of the user by: storing unique per-
sonal characteristics information for each user; a user then
accessing said unique stored personal characteristics infor-
mation by obscure user statements that lead to said unique
stored personal characteristics information; and successively
responding to said user statements that demonstrate some
knowledge by the user of said unique stored personal charac-
teristic information by system statements eliciting further
information from the user to test the user’s knowledge of the
unique personal characteristics; and then authenticating a
user after the user demonstrates the level of knowledge
required for access to the system.

It is also an aspect of the present invention to provide a
computer system for controlling user access to secured data
comprising: storage apparatus including an access control
date base having information stored therein as to unique
personal characteristics of said user; a communication port
for receiving personal characteristics information statements
from said user and sending system statements to the user in
response thereto; a processor for controlling communication
between said user and said system, said processor generating
said system statements eliciting personal characteristics
statements from said user in response to statements from said
user and comparing the information contained in said per-
sonal characteristics statements received from said user to the
said information as to unique personal characteristics of said
user stored in said data base to determine if information
received from said user is unique, said processor further ana-
lyzing the said information from said user to identify unique-
ness of the personal characteristics of the user and whether the
information indicates sufficient knowledge of the personal
characteristics of the user to grant access to secured data
information.

BRIEF DESCRIPTION OF THE DRAWING

FIG. 1 is a block diagram depicting a security system, in
accordance with an implementation of the present invention.

FIG. 2 illustrates a system for implementing access con-
trol, according to one implementation of the invention.

FIG. 3 is a flow chart diagram depicting the overall opera-
tion of controlling access, in accordance with an implemen-
tation of the invention.

FIGS. 4A and 4B show a flow chart diagram of the process
for identifying a user, in accordance with one implementation
of the present invention.
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FIG. 5 shows a flow chart diagram example of possible user
characteristics for determination of uniqueness, in accor-
dance with one implementation of the process.

FIG. 6 shows a flow chart diagram example of possible
Command/Question generation in accordance with one
implementation.

DETAILED DESCRIPTION OF THE DRAWINGS

It is to be understood that the exemplary system modules
and method steps described herein may be implemented in
various forms of hardware, software, firmware, special pur-
pose processors, or a combination thereof. Preferably, the
present invention is implemented in software as an applica-
tion program tangibly embodied on one or more program
storage devices. The application program may be executed by
any machine, device or platform comprising suitable archi-
tecture. It is to be further understood that, because some of'the
constituent system modules and method steps depicted in the
accompanying Figures are preferably implemented in soft-
ware, the actual connections between the system components
(or the process steps) may differ depending upon the manner
in which the present invention is programmed. Given the
teachings herein, one of ordinary skill in the related art will be
able to contemplate these and similar implementations or
configurations of the present invention.

Referring to FIG. 1, the block diagram depicts the overall
interactive system with access control, in accordance with the
present invention. User input device 1 is shown as an audio
input device, such as, a wireless or landline phone. However,
it is clear that access control, in accordance with the prin-
ciples of the present invention, would apply as well to key-
board or touch pad entry, such as may be embodied in a laptop
computer or kiosk.

The audio 1/O converter 5 includes apparatus for convert-
ing input user speech to digital signals and digital signals to
audio output, as is well known in the art. Thus, converter 5
may include, for example, some form of an acoustic front end
processor for capturing and processing input speech and
some form of audio playback processor for synthesizing
speech responses to the user.

The audio input of the user is transmitted over network 3 to
audio I/O converter 5 where the speech is converted to digital
signals that are sent to access control system 7. Access control
system 7 interacts with the user in a manner so as to elicit
information from the user as to the user’s personal character-
istics stored in the system, as will be further explained with
respect to FIG. 2. When access control system 7 determines
that the user has demonstrated sufficient knowledge of the
user’s personal stored characteristics, access is granted by
opening access gate 9 to allow the user to communicate with
secured system 11.

FIG. 2 shows a block diagram depicting access control
system 7, as shown in FIG. 1, in accordance with one embodi-
ment of the present invention. It is clear that other embodi-
ments using the concept of user self-identity through ambigu-
ous oral statements that demonstrate the user’s knowledge of
user personal characteristics may be readily implemented.

As shown in FIG. 2, digital signals representing user state-
ments from audio I/O converter 5 are transmitted through
network communication port 13 to system bus 15. The net-
work communications port typically includes a modem or
network card (wireless or wired). It is to be understood, that
interactive statements between the user and system may be
question statements or command statements related to the
user’s personal characteristics stored in storage device 17.
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Storage device 17 may comprise any of a variety of storage
devices, such as, disk drives, optical storage devices, solid
state storage devices, and the like. Such devices may also be
remote from the system. The storage device 17 includes an
access control database, which database includes the data-
bases for user characteristics, global user characteristics, glo-
bal user question/command, semantic data and history of user
score.

When a user initiates access, the user files of the identified
user may be transferred from storage device 17 to working
memory 21, along with operating system OS and access
control program 23. Processor 25 acts to carry out the pro-
cesses of access control program 23 using the identified user
files in working memory 21. When a score is reached in
security entry scoring module 27 that demonstrates sufficient
knowledge on the part of the user as to the user’s personal
characteristics stored in the user files, this current score is
compared to any stored score history 29 in the user file and, if
consistent, a message is sent to open access gate 9, shown in
FIG. 1, to allow user access.

FIG. 3 shows a flow chart diagram depicting the overall
flow of the process, in accordance with the present invention.
The user is initially required to identify themselves, as shown
by block 31. This may be done by name or account number,
for example. The divulgation of such information at this point
in the process is harmless. After identifying the user’s per-
sonal characteristic information corresponding to the user’s
initial identity, the system generates command/questions, i.e.
statements, as shown by block 33. At this point, the system
statement may be no more than a directive, such as, “tell me
more about yourself”.

Inresponse to the system statement, the user responds with
a statement that indicates some knowledge of the user char-
acteristics stored in the system. The user’s response is evalu-
ated and scored, as represented by block 35. It is understood
that the system statement and user response statement
involves a back and forth process until the user’s responses
score above some predetermined entry threshold. This is rep-
resented by the query of block 37. If the threshold is met,
entry is granted, as represented by block 39, and the user’s
personal characteristics and profile is updated, as shown by
block 41.

Alternatively, if the threshold is not met, the process has
two options, as represented by block 43. If a predetermined
number of system statements have already been sent with no
threshold reached, security service may be alerted, as repre-
sented by block 43. However, if the predetermined number of
system statements has not been reached, as determined by
block 43, the system may generate a further statement, as
shown by the feedback loop from block 43 to block 33.
Alternatively, security service may be alerted and a further
statement to the user also sent.

FIGS. 4A and 4B show a more detailed flow chart diagram
of the process for identifying a user, in accordance with an
implementation of the present invention. As described in
regard to FIG. 3, the user initially self-identifies, as shown in
block 45, by some conventional manner, such as, by account
number, name, password, etc. This may be followed by the
user identifying, in obscure terms, some aspect of the user’s
personal characteristics information stored in the system, so
as to tap into the user’s stored characteristics. This latter step
is represented by block 47 and may be done in addition to the
step described with respect to block 45 or in place of this step.
Alternatively, step 47 may be removed. If removed, the sys-
tem would then generate a statement asking the user to “tell
the system something about yourself” so that a user response
taps into the personal characteristics database.
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The basic requirement, at this point, is for the user to
demonstrate minimal sufficient knowledge of the user
account to enter the process ofhaving the user demonstrate, in
response to system statements, extensive knowledge of the
unique personal characteristics of the user stored in the sys-
tem. This decision as to this minimal knowledge, is repre-
sented by block 49. If the user fails to provide minimal knowl-
edge, there is no entry into the process, as shown at block 51.

If, on the other hand, the user provides minimal knowledge
to enter the process, the next step in the process is to retrieve
the user’s personal characteristics file from the user’s char-
acteristics database, as shown by blocks 53 and 55. After
retrieving the user’s personal characteristics file, the process
continues by retrieving the global user characteristics data-
base, as shown by blocks 57 and 59.

The global user characteristics database stores classes of
characteristics that are general or global, i.e. exist for a broad
cross-section of users. For example, under the characteristic
“places lived”, a large number of users would live in New
York City but for a specific user who lives in Timbuktu, the
users “places lived” would be categorized as unique.

FIG. 5 shows a block diagram providing examples in
blocks 55 and 59 of personal characteristics for user’s data-
base and global user characteristic database. Comparison
module 61 acts to compare the particular user’s characteristic
identified with a corresponding global characteristic. This is
shown by the corresponding comparison step 63 and decision
step 65 in FIG. 4A. If it determined that the particular char-
acteristic is unique, as shown by decision block 65 in FIG.4A,
the process continues with this particular characteristic to the
step of block 67. If it is determined that the particular char-
acteristic is notunique, it is discarded, as represented by block
69.

With reference again to FIG. 4A, in the step represented by
block 67, past global questions or commands are retrieved
from global user question/command database 70. The global
user question/command database stores past questions/com-
mands presented to user specific to a unique characteristic.
This is done by questions/commands generator 71 in con-
junction with semantic database 73. Because the questions/
commands generated by questions/commands generator 71
are general, they can be re-used. By way of example, if a user
has presented statements indicating that the user has a unique
facial feature, the global user’s characteristics database is
used to produce a command “tell me something about your
face”.

As shown by the step of block 75 in FIG. 4B, the question/
commands statements generated by the step of block 71 are
sent to the user, as each of the various unique characteristic of
the user may be considered during the process. Thus, the
questions/commands statements are addressed sequentially
and user answer analyzer 77 analyzes the respective
responses statements to determine whether the information
content of the answers is unique or mundane. This is carried
out by the process decision step represented by block 79. This
may be accomplished by analyzing key words and organiza-
tion of the user’s answers.

If the user answer is mundane, it is not used, as shown by
block 81. If it is unique, the response is evaluated and scored,
as shown in block 83 based, again, on key words and organi-
zation as compared to the stored personal characteristics
stored in the system. In addition, the degree of uniqueness and
the particularity of the user’s response is used the scoring
process.

FIG. 6 shows four, by way of example, command/question
statements considered unique by user answer analyzer 77 in
FIG. 4B. These four questions are considered sequentially by
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the user answer analyzer, not only because they are deter-
mined to be unique by the step of block 79, but also because
they provide value for scoring. The cumulative score is sent to
user security entry session scoring module 85.

In this regard, common questions dealing with identity and
account information are considered low security scoring
information. For example, the user’s name, address, phone
number, social security, etc. are data used to access many
different accounts and is often publically available informa-
tion, and therefore of little scoring value. Unique questions
require highly personal information from the user and are
often based on user’s experiences. For example, unique facial
features, hobbies, activities, and experiences are considered
high security value scoring characteristics, depending upon
how queried by the system and responded to by the user.

Thus, scoring value is assigned according to the type of
question and answer. For example, the system can prompt the
user, “you have a unique birthmark™ and the user responds, “I
have a star-shaped birthmark on my right knee” or the system
can prompt, “where is your unique birthmark?”” and then the
user provides the correct response. Or, alternatively, the sys-
tem can ask, “do you have something unique on your knee?”
The user says “yes” if he has a birthmark there. This latter is
an example of a vague question, the answer to which does not
disclose vital information about the user. In this case, the
probability of a random correct answer is one-half, and the
scoring value is low. A decrease in the probability of a random
correct answer can be obtained if the system asks the user the
following, “tell me what unique characteristics you have”.
Theuser can respond “I have some unique feature on my right
knee”. In this case, the probability for a correct random
answer is low and the answer does not provide much real
information about the user. This type of question/answer has
a high score value. Thus, a correct response to a unique
(high-security) question is given a higher score than a correct
response to a generic (low-security) question. Scoring values
can be assigned to particular question/answer statements, as
determined to be appropriate. Such assignment is a matter of
designed choice and will vary with the particular application,
the details of which are not required for an understanding of
the present invention.

Module 85 in FIG. 6 is represented by step 83 in FIG. 4B,
which maintains the cumulative score of the session. The
cumulative score is compared to a predetermined threshold
score, as shown by block 85, to determine if the user has
shown sufficient knowledge of the user’s personal character-
istics stored in the system to continue the process toward
access. If this cumulative user score is not sufficient, then the
process may loop back to create a new question/command or,
alternatively, terminate, as shown by the alternative steps
represented by block 88.

Thus, the step of block 88 involves a further decision as to
whether to generate a new command/question or stop the
process. This decision may be based upon how many itera-
tions of command/questions have been sent to the user. The
process has the capability at this point to terminate the dialog
with the user if a predetermined number of command/ques-
tions have been sent or a predetermined time has elapsed, for
example.

If the decision processed by the step of block 85 is that a
sufficient score has been reached, the current user score is
compared to the history score for this user. This is accom-
plished by the step represented by block 87. This step acts to
retrieve the user score history from the score history database,
represented by block 87, and compare the user current score
with the user score history, as shown by the step of block 91.
Ifthe current score is close to the score history, as determined
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by the decision step represented by block 93, the process
continues to the decision to grant entry at step 95 and open
access gate, as shown by the step of block 97. The current
score is also stored in the score history, as shown by the step
represented by block 99, and the user characteristics and
profile databases are updated at the step represented by block
101.

If in comparing the current score to score history, the
comparison is not close, security service may be alerted.
However, such step is optional. In addition to score history,
the history of questions and responses thereto for each user
may be stored. This, along with score history, provides some
indication of the behavioral characteristics of the user.
Marked deviations in these characteristics from those stored
may also beused to deny access, which step would necessitate
modifying the process to grant access after evaluating score
history and question/response history.

It should be clear that various alternatives to the steps
disclosed are clearly within the scope of the invention.
Accordingly, the process may vary but the basic features of
the invention involving testing the user’s knowledge of the
user’s personal characteristics stored in the system and, when
sufficient user knowledge has been demonstrated, granting
user access to the secured database.

It will be understood from the foregoing description that
various modifications and changes may be made in the pre-
ferred embodiment of the present invention without departing
from its true spirit. It is intended that this description is for
purposes of illustration only and should not be construed in a
limiting sense. The scope of this invention should be limited
only by the language of the following claims.

What is claimed is:

1. A computer method for authenticating a user to allow
user access to secure information stored in a computer system
using personal characteristics of the user, comprising the
steps of:

receiving at the computer system a user information state-

ment of a user from a computer system user input ter-
minal device sufficient to initially identify the user so as
to authorize initiation of the authentication process in
said computer system;

initiating the beginning of the authentication process by

receiving at said computer system from said user input
terminal a user initiated and created statement self-iden-
tifying a general personal characteristic of the user
related to a class of personal characteristics of the user
stored in a user personal characteristics database in said
computer system with said user-initiated and created
statement used by said computer system to begin the
authentication dialog;

computer system generation of a list of user personal char-

acteristics from the user identified class of personal char-
acteristics of the user stored in the user personal charac-
teristics database in said computer system in response to
the user initiated and created statement self-identifying
the personal characteristic;

further computer system generation of another list of gen-

eral global user personal characteristic statements stored
in a global user personal characteristics database stored
in said computer system corresponding to said user iden-
tified class of user personal characteristics with said
global user personal characteristic statements applicable
to abroad cross-section of users and with said list includ-
ing one list of general global user personal characteristic
statements related to the personal characteristics of the
user identified class of stored personal characteristics of
the user with said statements generated to be used to
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elicit user created response statements from the user and
another list of a collection of various user responses to
each of the general global user personal characteristic
statements of said one list;

sending to the user a general global user personal charac-
teristic statement from said one list to elicit a user cre-
ated response statement regarding corresponding per-
sonal characteristics in the generated list of user
personal characteristics for the user identified class of
user characteristics;

receipt of a user created response statement to the general
global user personal characteristic statement sent to the
user;

computer system comparison of the user created response
statement created by the user to the general global per-
sonal statement sent to the user with the corresponding
responses to the generated list of a collection of various
user responses to the corresponding general global state-
ment to determine if the user created response statement
is unique as compared to the collection of various user
responses;

where the created response statement is unique, sending
successive further general global user personal charac-
teristic statements from said one list each time a further
statement sent to the user elicits further user created
response statements that are unique as compared to the
corresponding statements of the generated list of a col-
lection of various user responses to the corresponding
global statements;

computer system analysis of each of the respective further
user created response statements to the successive fur-
ther global general statements sent to the user as com-
pared to the corresponding stored personal characteris-
tics for the user selected class of user personal
characteristics stored in the computer system database to
further determine if each of the user created response
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statements is unique with said analysis based upon the
key words and organization used in the response state-
ments;
where the computer system analysis concludes that the
user created response statements are unique, compute
generation of a score based upon the degree of unique-
ness and closeness of each of the response statements to
the corresponding stored personal characteristic using
key words and organization to create a cumulative score;

computer comparison of the cumulative score to a prede-
termined threshold score; and

where the cumulative score fails to reach the predeter-

mined threshold score condition, such failure of condi-
tion acts to initiate sending another of'said sending suc-
cessive further general global wuser personal
characteristic statements from said one list.

2. The computer method for authenticating a user to allow
user access to secure information stored in the computer
system of claim 1 the user initiated and created statement, the
user created response statement and the global user personal
characteristic statement sent to the user are interactive and
oral.

3. The computer method for authenticating a user to allow
user access to secure information stored in the computer
system of claim 2 further comprising the steps of comparing
the cumulative score when the score reaches a predetermined
threshold to a stored cumulative score history and granting
user access to secure information stored in the computer
system when the cumulative score is sufficiently close to the
stored cumulative score history.

4. The computer method for authenticating a user to allow
access to secure information stored in the computer system of
claim 3 further comprising the step of terminating the sending
to the user global user personal characteristic statements from
said one list when a predetermined number statements have
been sent and the cumulative score has not reached the pre-
determined threshold score.

#* #* #* #* #*



